2021 IEEE Intl Conf on Parallel & Distributed Processing with Applications, Big Data & Cloud Computing, Sustainable

Computing & Communications, Social Computing & Networking (ISPA/BDCloud/SocialCom/SustainCom)

An Efficient Certificateless Signcryption Scheme
for Secure Communication in UAV Cluster Network

Lemei Da', Yujue Wang?, Yong Ding!®, Wanjun Xiong?, Huiyong Wang®, Hai Liang!*
1. Guangxi Key Laboratory of Cryptography and Information Security, School of Computer Science
and Information Security, Guilin University of Electronic Technology, Guilin, China
2. Hangzhou Innovation Institute, Beihang University, Hangzhou, China
3. Cyberspace Security Research Center, Pengcheng Laboratory, Shenzhen, China
4. School of Computer Science and Engineering, Sun Yet-sen University, Guangzhou, China
5. School of Mathematics and Computing Science, Guilin University of Electronic Technology, Guilin, China
E-mail: lianghai @ guet.edu.cn

Abstract—The Unmanned Aerial Vehicles (UAV) have been
widely used in civilian and military fields. Due to the limited
computing power and storage capacity, a single UAV is not
suitable for long-distance, large-scale data transmission. Many
authentication schemes have been proposed without considering
the confidentiality of transmitted data. In order to address
the security and privacy issues in UAV-assisted data collection
scenario, a Certificateless Aggregate Signcryption (CL-ASC)
scheme is proposed in this paper, where data privacy and
authenticity of data source can be guaranteed. The Aggregate
Unmanned Aerial Vehicle (AGV) in each UAV cluster is able
to batch verify the signcryption ciphertexts from UAVs in its
administrative domain, before adding its signcryption ciphertext
to the aggregate one and forwarding to the Control Station
(CS) for further batch verification and decryption. The security
analysis shows that the CL-ASC construction can effectively
resist attacks from external adversaries and malicious CS, and
offers existential unforgeability on the (aggregate) signcryption
ciphertext under the ECDLP assumption. The performance
analysis demonstrates that the proposed CL-ASC construction
enjoys high computational efficiency and is practical in resource-
constrained UAV cluster network scenarios.

Index Terms—Unmanned aerial vehicle, signcryption, certifi-
cateless signature, batch verification, source authentication, data
privacy.

I. INTRODUCTION

UAVs are usually equipped with GPS, cameras, infrared
sensors, etc. [1], which have many advantages such as small
size, easy deployment and high flexibility, and have been
widely used in military and civilian fields including disaster
rescues, security patrols, regional monitoring, cargo trans-
portation and natural disaster monitoring. Single UAV cannot
perform long-distance tasks and large-scale data transmission,
thus, multiple UAVs can be organized into cluster network to
perform complex tasks through mutual cooperation [2].

The communications of UAV-to-UAV and UAV-to-CS are
carried out through wireless channels [3], which are vulnerable
to various security threats in such open environment, such as
eavesdropping, SQL injection, and denial of service attacks
[4]. The user data may be intercepted, tampered with or
forged by attackers during data collection and transmission.
Particularly, UAVs used in the civilian/military field usually

carry user private information, military instructions or secrets,
respectively. The attacks to UAV communication may cause
secret information leakage or property damage. Therefore,
it is important to ensure the security and privacy of data
transmission in UAV cluster networks. Most existing solutions
for UAV cluster network separately consider the identity
authentication and data protection mechanisms, which means
the data should be transmitted only after successful identity
authentication.

However, in a large-scale UAV network, separate authen-
tication on each UAV would take too many interactions and
bring low communication efficiency. After successful authen-
tication, a large amount of data transmission also imposes
high requirements on the computational cost [5], [6]. Existing
cryptographic technology has high computational complexity
and communication costs, they are difficult to be applied in
resource-constrained UAV network [7], [8]. Moreover, they do
not allow AGV to aggregate the data from UAVs in its domain
for batch verification and forwarding to CS.

A. Our Contributions

To address the security, privacy and efficiency issues in
data collection with UAV cluster network, this paper pro-
poses a Certificateless Aggregate Signcryption scheme (CL-
ASC), which simultaneously offers the functionalities of the
digital signature and encryption technologies. In CL-ASC,
Reconnaissance Unmanned Aerial Vehicles (RAVs) are able to
collect data with their equipped devices, which are signcrypted
and forwarded to AGV in the same cluster. These signcrypted
data can be aggregated by AGV before performing batch
verification, in this way the verification efficiency can be great-
ly improved. After successful verification, the signcryption
ciphertext of AGV is further added to the aggregated one,
which is then sent to CS for validation and decryption.

The security analysis shows that our CL-ASC construction
can effectively protect the confidentiality and integrity of UAV
data and the authenticity of data source. Also, it can resist
replay attacks and dishonest CS in deducing the data from
RAVs. The efficiency analysis indicates that our CL-ASC
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construction has low computational costs and is suitable for
UAV cluster network with limited resources.

II. RELATED WORKS

The unmanned aerial vehicle technology has developed
rapidly in recent years [9]. Noguchi and Komiya [10] used
unmanned aerial vehicles to provide remote realtime moni-
toring of disaster areas, facilitating access to information and
management of rescue operations. Qu et al. [11] studied how to
minimize deployment delays of UAVs in emergency situations
to improve rescue efficiency. In [12], Liang et al. employed
UAVs to collect hyperspectral images and classify forest
species. Huang et al. [13] designed an outdoor independent
charging system for electric patrol unmanned aerial vehicles,
where UAVs can be used to avoid manual tower climbing to
reduce the occurrence of accidents.

With the increasing application of UAVs, the security has
got too many attentions from academic. Gao et al. [14]
proposed an electromagnetic interference security situational
awareness method based on semantic analysis, which is used
to detect abnormal behaviors of UAVs to improve their active
defense capabilities. Omri and Hasna [15] studied the physical
layer security of UAV network, and attested that the physical
layer security of wireless network channel is mainly affected
by the altitude of the network flight platform, the density of
eavesdroppers and the type of environment. Kim and Kang
[16] designed a UAV security module based on secure element,
which is connected with the flight control computer or mission
computer through USB interface, for sending the encrypted
control signal and telemetry data of UAVs to the control sta-
tion. Liu et al. [17] designed a secure homomorphic encryption
framework to protect private data on clients, and provided trust
and transparency to third-party UAVs. The proposals [18]-[20]
applied blockchain to peer-to-peer UAV network as a solution
to improve the security of UAV communication.

With only limited computing resources, UAVs are unable to
analyze and process large-scale data. Li et al. [21] proposed
a lightweight authentication method based on Elliptic Curve
Cryptography (ECC), which uses lightweight ECC digital
certificates for bi-directional authentication. Alladi et al. [22]
proposed a lightweight authentication scheme based on Phys-
ically Unclonable Functions, which supports UAV-GS and
UAV-UAV communication modes to resist physical capture
and node tamper attacks. In [23], Wang et al. proposed an
identity-based data aggregation authentication scheme to solve
the problem of low efficiency of data-by-data authentication in
UAV cluster network. Li et al. [24] improved the scheme of
[23] by adding an authentication mechanism for aggregated
unmanned aerial vehicle and verifying the authenticity of a
single UAV response.

III. SYSTEM MODEL AND SECURITY REQUIREMENTS

A. System Model

As shown in Fig. 1, the data collection system in UAV
cluster network is composed of three types of entities, namely,
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Reconnaissance Unmanned Aerial Vehicles (RAVs), Aggre-
gate Unmanned Aerial Vehicle (AGV) and Control Station
(CS). In each cluster, there is an AGV and many RAVs.
RAVs have limited computing power and short-distance com-
munication capabilities, while AGV has moderate computing
power and communication capability. Control station is a
data storage and processing center with powerful computing
and communication capabilities, which executes initialization
algorithms to generate public parameters and participates in
the key generation process for all entities in UAV cluster
network.

For ease of presentation, it is assumed that there are n
UAVs in each cluster, including one AGV and n — 1 RAVs.
Let ID, be an AGV and ID;,---,ID,_; be RAVs within
the jurisdiction of ID,,. Each RAV signcrypts the collected
data and sends it to its administrative AGV in the region. All
signerypted data of RAVs in the same domain are aggregated
and validated by AGV. Successfully validated signcryption
ciphertexts is then aggregated with the signcrypted data of
AGYV, which is sent to CS for processing, in this way CS is
able to decrypt the collected data and verify their source.

B. System Requirements

The data collection system in UAV cluster network must
satisfy the following security requirements.

e Data confidentiality: During data collection, only CS
is allowed to obtain the original data from RAVs and
AGYV. Even if an external entity intercepts the data being
transmitted, it would be impossible to deduce the real
content of the data collected by RAVs.

Data integrity: The collected data by RAVs and AGV
cannot be tampered with and forged by any entity during
transmission without being detected by CS. That is, an
external adversary cannot impersonate RAV or AGV in
the system to participate in the process of data collection.
Source authenticity [25]: The real source of collected data
can be validated by both AGV and CS.

Resistance of replay attacks: Any information intercepted
by an adversary cannot be re-sent to AGV or CS without
being detected.

Resistance malicious CS: CS only provides partial private
keys for all entities, otherwise CS would be able to
impersonate honest RAV and AGV to process collected
data. Also, all RAVs and AGV have the ability to verify
the authenticity of partial private keys distributed by CS.
Lightweight: RAVs have only limited storage capacity
and computing resource, which cannot support resource-
intensive computations.

C. System Framework

A CL-ASC system for data collection in UAV cluster
network consists of the following five efficient procedures.

o Setup: This procedure is performed by CS for initializing
the system, which takes a security parameter k and
outputs the system parameter params and the master
private key s.
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Fig. 1. System model for data collection in UAV cluster network

« Key generation: This procedure is jointly performed by
CS and each entity including RAV and AGV. With the
system parameter params, the master private key s and
the entity’s identity /D, CS outputs a partial private
key ppk for ID. The entity ID is able to validate ppk,
and then generates a pair of public key and private key
(pk, sk).
Signcryption: This procedure is performed by each UAV
including RAVs and AGV for signcrypting the collected
data. With inputs params, the UAV’s identifier /D, the
collected data m, the public key pk of CS and the
private key sk of such entity, the procedure outputs the
signcryption o on m.
Data aggregation: This procedure is performed by AGV
for validating and aggregating the signcrypted data from
RAVs in the same cluster. With inputs params, each
UAV’s identity /D and public key pk, and the signcryp-
tions {c}, all {o} are aggregated and validated by AGV.
If true, the signcryption of AGV will be further added to
ciphertext ¢ and aggregated data . Otherwise, “Reject”
is outputted.
Un-Signcryption: This procedure is performed by CS
for validating and decrypting the collected data. With
params, v and the private key sk of CS as input, if the
ciphertext c is verified as valid, then outputs the collected
data from UAVs.

A correct CL-ASC construction should satisfy the following
conditions:

1) the partial private key produced by CS can be success-
fully validated by the corresponding entity, i.e., RAV or AGV;

2) the ciphertext can be correctly decrypted by CS;

3) the signcryption of RAVs can be successfully validated
by AGV;
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4) the signcryptions of UAVs (including RAVs and AGV)
can be successfully validated by CS.

IV. CL-ASC CONSTRUCTION

This section presents our CL-ASC construction, which secu-
rity relies on the following Elliptic Curve Discrete Logarithm
Problem (ECDLP).

ECDLP: Let G be an elliptic curve additive group with
prime order ¢, and P be a generator of G. Given a tuple
(P, aP) for unknown a € Z,. The advantage for any polyno-
mial time algorithm to compute a is negligible.

The frequently used symbols and running process of our
CL-ASC construction are shown in Table I and Fig. 2, respec-
tively.

TABLE 1
NOTATIONS
Notation Description
G An elliptic curve additive group
q Prime order of group G
P A generator of group G
params System parameters
s Master private key
Ppup Master public key
Hi,Ho,Hs, Hy  Collision-resistant hash functions
ppk Partial private key
ID; Identity of RAVs
1D, Identity of AGV
ID. Identity of CS
pk;, sk; Public-private key pair of RAVs
pkn, skn, Public-private key pair of AGV
pke, skc Public-private key pair of CS
m; Collected data by I.D;
T Timestamp
c Ciphertext
o Signeryption
¥ Aggregated data
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Fig. 2. A procedure of CL-ASC construction

A. Setup Phase

Given the security parameter k € Z+, CS chooses an elliptic
curve additive group G with prime order g, where P is a
generator of group G. Then CS randomly chooses s € Z7 as
the master private key and calculates

Ppub =sP

CS selects four collision-resistant hash functions H;
{0,1}" = Zr, Hy : {0,1}" — Z7, Hs : {0,1}" — Z and
Hy : {0,1}* — {0,1}?'°8%_ At last, CS publishes the system
parameters params (¢,G, P, Pyyp, H1, Hy, H3, Hy) and
keeps the master private key s secret.

B. Key Generation Phase

For RAV ID;, CS chooses a random number r; € Z;‘ and
calculates

Ri i P

and

d; = (r; + sh1;) mod g

where hi; = Hyi(ID;, R;, Ppyp). The partial private key
ppk; = (di, R;) is sent to ID; through a secure channel.
CS can also perform the similar process to generate partial
private keys ppk. = (d., R.) and ppk,, = (d,, Ry,) for itself
and AGV ID,, respectively.

After receiving the partial private key ppk;, RAV ID; first
verifies it by checking the following equality

d;P £ R + hyi Pyu (1)

Then RAV ID; randomly chooses a secret value z; € Z ; and
calculates

887

and

Qi =Ri+ h2,; X;
where ho,; = Hy(ID;, X;). Finally, RAV ID; outputs the
public-private key pair (pk;, sk;), where pk; = (Q;, R;) and
sk; = (d;,x;). Note that AGV ID,, and CS can respec-

tively generate their public-private key pairs (pky,,sk,) and
(pke, sk.) in the similar way.

C. Signcryption Phase

For the collected message m; € {0,1}", RAV ID; gener-
ates a timestamp 7;, chooses a random number \; € Z;‘ and
calculates the ciphertext ¢; = (c1,4, c2,;) as follows

c1,i = (my||T;) ® He(Ni(Qe + ha,cPpub))
c2i = NP
where hy . = Hi(ID¢, Rc, Ppup). Then RAV ID; picks a
random number u; € Z;; and calculates
U, = u; P

and

V; = u; + hg,i(di -+ h27ixi) mod q

where h2,i = HQ(IDZ, Xz) and hg’i = H3(IDZ, Ci, Uz)
Finally, I D; sends the signcryption ciphertext o; = (¢;, Uy, v;)
to AGV ID,,.
D. Data Aggregation

For the received n 1 signcryption

{Ul = (Cla Uy, Ul): r,O0p—1 = (C'nflv Un-1, /Unfl)}
RAVs in the same cluster, AGV ID,, calculates

n—1
U= Z U;
1=1

ciphertexts
from



and
n—1

Z = Z hs,:Q;
i=1
where hlyi = Hl(IDi,Ri, Ppub) and }Lg,i = Hg(IDi,Ci, Uz)
Then, AGV ID,, verifies the authenticity the signcryption
ciphertexts by checking the following equation

2

If it holds, then these signcryption ciphertexts are valid. Next,
AGV ID,, generates timestamp 1},, randomly picks A\, € Z,
and generates the ciphertext ¢,, = (¢1,p, C2,,) for data m,, as
follows

VP E U+ Z+ SPyu

Cln = (mnHTn) & H4()\’IL(QC + hl,chub))
Con = )\nP

AGV ID,, continues to choose a random number u,, € Z;
and calculate
U, = u,P

and
Up = Up + h3 n(dn + ho nTp)

where ho,, = Ha(IDy,X,) and hs, = H3(ID,,c,,U,).
They are further added to the aggregated data as follows

mod ¢

U=U+U,

v=v+ v,

S=5+ h3,nhl,n
Z =7+ h3nQn

where hy, = Hy(I Dn7Rn7PpubZ. Finally, AGV ID,, send-
s the aggregated data v = (U,0,5,Z) and ciphertexts
{e1,-++ ,en} to CS.

E. Un-Signcryption Phase

After receiving the aggregated data v = (U,V, S, Z) and
ciphertexts {c1, -+ ,c,} from AGV ID,, CS first verifies
their authenticity by running the following equation

VPEU+2Z+ 8P, 3)

If it holds, then the ciphertexts from UAVs are valid. Next,
CS is able to decrypt n ciphertexts ci,ca, - - , ¢, one by one
to obtain messages mi,mao, - ,m, collected by RAVs and
AGV. That is, for each ¢; = (¢1,4,¢2;) where i = 1,--- ,n,
CS calculates

mi||T; = c1,; © Ha((de + hacte)ea,i)
where hy . = Ho(ID., X,).

888

Theorem 1: The above proposed CL-ASC construction is
correct.

Proof 1: For the correctness of encryption and decryption,
we know that for ciphertext ¢; = (c1,,¢2;), the following
equalities hold

c1,i®H4((de + hocxc)ca)

= (mi[|T3) & Ha(Ni(Qc + h1,cPpus))
@ Hy((de + hocxe)eai)

= (m;||T3) & Ha(Ni(Re + ho e Xe + M1 cPpus))
® Hy((de + ho,cxc)cai)

= (m;||T;) & Ha(Ni(re + hocxe + shy o) P)
® Ha((de + ho,cxc)ezq)

= (my||T3) © Ha((de + ho,ce)cz,i)
@ Hy((de + hocxe)esi)

= mi||T1;

Thus, the original collected message m; can be correctly
decrypted from the valid ciphertext c;.

For the correctness of verifying the partial private key ppk;,
the Eq. (1) holds as follow

dZP = (T‘i =+ Shl"i)P
=1 P+ shy;P
=R+ hiiPpup

Thus, the partial private key ppk distributed by CS for each
entity can be correctly verified.

For the correctness of aggregation verification by AGV on
signcryption ciphertexts from RAVs in the same cluster, the
Eq. (2) holds as follows

n—1
vP = Z ’Ul'P
i=1

n—1
Z(Uz + hg i (d; + ho ;)P

=1
n—1
= Z(UI + hs,i((rs + shii) + hox)) P
i=1
n—1 n—1
= Z u; P+ Z hsi((R; + hl,ippub) + h2,i X;)
i=1 =1
n—1 n—1
= Z U, + Z hgﬂ‘(Qi + hl,iPpub)
=1 =1
n—1 n—1
=U + Z h51Q1 + Z h3,ih1,ippub
i=1 i=1
=U+2Z+SPw

Thus, AGV can correctly verify the authenticity data collected
by RAVs through Eq. (2).



For the correctness of aggregation verification by CS on
signeryption ciphertexts from RAVs and AGV in the same
cluster, the Eq. (3) holds as follows

P = i v; P
i=1

Z(uz + hg i (d; + ho ;) P
i1

Z(ui + h371((TZ + Shlyi) =+ }LQZIZ))P

=1

> wiP+> hgi((Ri+ hiPous) + h2iXi)

i=1 =1

Z U; + Z h3,i(Qi + b1, Ppus)
i=1 i=1

=U+ Z hs,: Qi + Z ha.ih1 i Ppup
i—1 i—1

Thus, CS is able to correctly verify the authenticity of data
collected by UAVs through Eq. (3).

V. ANALYSIS
A. Security Analysis

Theorem 2: The proposed CL-ASC construction can guaran-
tee the confidentiality of collected data. That is, any adversary
cannot obtain the real content of the data collected by UAVs.

Proof 2: In the proposed CL-ASC construction, the collect-
ed data is signerypted with the CS’s public key pk.. To decrypt
a ciphertext c;, the private key sk. of CS must be used to
calculate m;||T; = c1,; ® Ha((de + hacxc)ca,). Without the
partial private key ppk. and the secret value z., the adversary
would be unable to deduce m; from ciphertext c¢;. Thus, the
proposed CL-ASC construction can protect the confidentiality
on collected data from RAVs and AGV.

Theorem 3: The proposed CL-ASC construction can guar-
antee the integrity of collected data. That is, any adversary
cannot tamper with or forge the messages transmitted in CL-
ASC system.

Proof 3: In the proposed CL-ASC construction, the sig-
nature on the ciphertext is generated with the certificateless
signcryption technology, which is adapted from the PF-CLS
scheme of Thumbur et al. [26]. Specifically, (U,v) in the
proposed CL-ASC construction can be seen as o in PF-CLS.
According to Theorem 1 of [26], the PF-CLS is proved to be
existentially unforgeable under the ECDLP assumption. Thus,
the proposed CL-ASC construction also enjoys existentially
unforgeability under the ECDLP assumption.

Theorem 4: The proposed CL-ASC construction can guar-
antee the authenticity of the collected data source.

Proof 4: As shown in Theorem 3, the collected data is
signed by employing the certificateless signcryption technolo-
gy. Therefore, any adversary is unable to impersonate a valid
RAV or AGV to produce a signcryption ciphertext without

889

being detected, which means that the authenticity of data
source can be guaranteed.

Theorem 5: The proposed CL-ASC construction can resist
replay attacks.

Proof 5: In generating a signcryption ciphertext c on collect-
ed data m, the timestamp 7' is introduced. Thus, CS is able to
check the freshness of each message after decryption, in this
way all re-sent messages could be detected. Also, according to
Theorem 3 and Theorem 4, the signcryption ciphertext cannot
be tampered with and forged, which means any adversary is
unable to change the freshness of the processed data during
transmission. Thus, the proposed CL-ASC construction can
resist replay attacks.

Theorem 6: The proposed CL-ASC construction can resist
malicious CS. That is, CS is unable to forge a collected data
of honest RAV and AGV.

Proof 6: In the proposed CL-ASC construction, only a
partial private key of each entity is generated by CS with the
master private key, which means CS does not hold the private
key of such entity. According to Theorem 3 and Theorem
4, without the private key of RAV or AGV, CS is unable to
forge a valid signcryption ciphertext of such UAV. Hence, the
proposed CL-ASC construction can resist malicious CS.

B. Theoretical Analysis

This section evaluates the performance of the proposed CL-
ASC construction and compares with Wang et al.’s scheme
[23] and Li et al’s scheme [24]. As shown in Table II,
Tsar denotes the time for one scalar point multiplication
operation, Tr 4 represents the time for one elliptic curve
point addition operation, and 7p4 is the time for one bilinear
pairing operation. As shown in Table III, although both the
schemes of Wang et al. [23] and Li et al. [24] support
authentication the identity of each UAV, they do not consider
data privacy protection. The proposed CL-ASC construction
simultaneously supports data source authentication and privacy
protection.

TABLE II
OPERATION AND TIME

Notations Meaning Time (ms)
Tsn Scalar point multiplication Tsy =3
Tga Elliptic curve point addition Tga = 0.418
Tpa Bilinear pairing Tpa =1.994

To generate a signature, Wang et al.’s scheme [23] requires
three scalar point multiplication operations and one elliptic
curve point addition operation, while Li et al.’s scheme [24]
takes three scalar point multiplication operations and two
elliptic curve point addition operations. For the proposed
CL-ASC construction, only one scalar point multiplication
operation is needed in generating a signature. For aggregation
on n messages, both the schemes of Wang et al. [23] and Li et
al. [24] need 2(n — 1) elliptic curve point addition operations,
whereas the proposed CL-ASC construction requires n scalar
point multiplication operations and 2(n — 1) elliptic curve



TABLE III
THEORETICAL ANALYSIS AND COMPARISON

Scheme Authentication | Privacy protection Signing cost Aggregation cost on n messages Aggregate verification costs
Li et al. [24] N — 3Tsy +2TgA 2(n — 1)Tgpa 3Tpa+nTsy + 2n—1)Tga
Wang et al. [23] N — 3Tsyp +TEa 2(n — 1)Tgpa 3Tpa+nTsy + (n—1)Tga
Our scheme N N Tsn nTsy +2(n— 1D)Tga 2Tsy + 2T A

point addition operations. When verifying the aggregation of
n messages, both the schemes of Wang et al. [23] and Li et al.
[24] have to take resource-intensive bilinear operations, which
means they have relatively high computational overhead. In
this phase, the proposed CL-ASC construction only requires
constant operations, i.e., two scalar point multiplications and
two elliptic curve point addition operations, which greatly
reduces the computational costs compared to [23], [24].

C. Experimental Analysis

In this section, we evaluate the experimental performance
of the proposed CL-ASC construction, where the Golang
language is used to complete experiments on a platform with
Microsoft Windows 10 operating system, Intel(R) Core(TM)
i5-7700 @ 3.6GHz. The elliptic curve is NIST P-256 (4% =
2% —32+b mod q), where q is a 512-bit prime, and all hash
functions are SHA-256. In experiments, suppose there are 100
RAVs and one AGV in the same cluster. The performance
for the setup phase (Setup), key generation phase (KeyGen),
signcryption phase (Signcryption), data aggregation phase
(DataAgg) and un-signcryption phase (Un-Signcryption) are
shown in Fig. 3.
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Fig. 3. Performance of each phase in CL-ASC

The setup phase is executed only once to initialize the sys-
tem, which performance mainly depends on the computational
costs of P, and takes about 4 ms in the experiment. The
performance of the key generation phase is mainly determined
by the computational costs of partial private keys by CS and
public-private key pair by each entity. Fig. 3 shows the total
time of generating key pairs for 100 RAVs, one AGV and one
CS, thus the generation time of a single key pair is roughly 9.6
ms. The total time for 100 signcryptions generation is 1171
ms, which implies the generation time for a signcryption is
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about 11.7 ms. Data aggregation consists of two phases, i.e.,
data aggregation and aggregation verification, where the total
time in the experiment is about 0.36 seconds. The performance
of un-signcryption is mainly determined by 101 ciphertext
decryption, which takes 0.62 seconds in total.
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Fig. 4. Performance of data aggregation with different number of RAVs

Fig. 4 depicts the performance of data aggregation with
50,100, --- ,500 RAVs. It is shown that the time cost is
linearly increased with the number of RAVs. The verification
on aggregated data is only performed once in this phase, which
has no relation with the number of RAVs in the same cluster.
In the un-signcryption phase, CS performs an aggregation
verification and decrypts all ciphertexts upon successful veri-
fication. Fig. 5 considers the cases of 50, 100, - - - , 500 RAVs,
respectively. The experimental result show that as the number
of RAVs increases, similar to Fig. 4, the total time cost shows a
linear growth trend. Thus, the performance of un-signcryption
is also determined by the number of RAVs in the cluster.

2500 2243
2000)

1500)
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Fig. 5. Performance of un-signcryption with different number of RAVs



VI. CONCLUSIONS

To address the security and privacy issues in the resource-
constrained UAV cluster network, this paper proposed a certifi-
cateless aggregate signcryption (CL-ASC) scheme. With CL-
ASC, RAVs are able to signcrypt on the collected data and
send them to the administrative AGV in the same cluster.
The signcrypted data are aggregated by AGV before perform-
ing verification, which is then aggregated further with the
AGV’s signcryption on its collected data. The ciphertexts and
aggregated signature can be validated by CS for recovering
the collected data from all RAVs and AGV. Security analysis
showed that the proposed CL-ASC construction can guarantee
the security and privacy of the collected data, as well as resist
replay attacks and malicious CS. Theoretical and experimental
analysis demonstrated that the proposed CL-ASC construction
is suitable for the applications in UAV cluster network.
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